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Firewalls will distinguish between good and malicious traffic and allow
or block specific data packets based on pre-established security rules.

to ciphertext. Only authorized people who have the key can decipher
the code and access the original plaintext information.

adware, and other threats can also be detected and removed via antivirus.

A security policy (also called an information security policy or IT security
policy) is a document that spells out the rules, expectations, and overall
approach that an organization uses to maintain the confidentiality, integrity,
and avallability of its data.

DLP, or Data Loss Prevention, is a cybersecurity solution that detects and
prevents data breaches. Since it blocks extraction of sensitive data,
organizations use It for internal security and regulatory compliance.

E——

Secure communication is when two entities are communicating and do not want a third party to
Uisten in. For this to be the case, the entities need to communicate in a way that is unsusceptible to
eavesdropping or interception.

An intrusion detection system (1DS) is a device or software application that monitors a network for
malicious activity or policy violations.
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DISTRIBUTED COMPUTING IS THE METHOD OF MAKING MULTIPLE
COMPUTERS WORK TOGETHER TO SOLVE A COMMON PROBLEM. IT
MAKES A COMPUTER NETWORK APPEAR AS A POWERFUL SINGLE
COMPUTER THAT PROVIDES LARGE-SCALE RESOURCES TO DEAL WITH
COMPLEX CHALLENGES.
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